
Make sure it’s us. 
Don’t get scammed.

Scam attempts happen frequently. That’s why we want 
to help make sure that you do not become a victim of 
someone misrepresenting themselves as being from Avista.

Avista’s strict privacy policy
Protecting your confidential information 
is a priority for us. Our privacy policy 
includes safeguarding any information 
we collect during the course of providing 
electric and natural gas service to you. 
This includes your name, service address, 
mailing address, phone number and your 
personal identifier (i.e. your social security 
number). We also protect information 
related to the type of service, the quantity 
of electricity and natural gas used and your 
payment history. Our policy is extensive. 
To learn more about how we protect your 
information, visit avistautilities.com and 
enter “privacy policy” in the Ask Avista box.

Если Вы хотели бы получить информацию о 
правилах безопасности на русском языке, 
пожалуйста звоните по телефону 800-227-9187.
 
Si desea recibir información en Español acerca
de la seguridad, por favor llamar a: 800-227-9187
 
For assistance with alternative languages  
please call 800-227-9187. 
 
Avista
Public Safety Dept. 
P.O. Box 3727
Spokane, WA 99220-3727

For more information go to 
avistautilities.com 
or call 800-227-9187. 
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If someone comes 
to your door:
Be alert to anyone who shows up at your 
home and uses high pressure tactics to 
demand immediate payment to avoid 
having your service disconnected. Avista 
never requests payments at your door 
to avoid a disconnection of service.
Scammers can try to appear legitimate by 
carrying a walkie-talkie and wearing a hard 
hat and orange vest.  Avista employees and 
our authorized contractors, however, all carry 
an Avista photo ID badge. If you suspect 
anything, always ask to see the person’s 
Avista badge. You can also call us at (800) 
227-9187 to verify that person’s identity. In 
most cases, scammers will quickly depart 
if you tell them you’re going to do so.
You should also ask to see the photo ID 
badge of anyone who claims to be at your 
home for an Avista service call. If you do 
not have a scheduled appointment with 
us or you doubt the identification of the 
person, do not let them into your home. 

Being well informed can help 
you detect suspicious behavior 
whether by phone, email or 
in person, and ultimately help 
you avoid being scammed. 

If someone calls or emails:
If you receive a call or email from someone 
claiming to be an Avista representative 
demanding immediate payment or asking for 
your confidential information, immediately 
end the call or delete the email without 
clicking on any links. You need to be alert. 
Scammers use tricky tactics, including:

• The person who calls or emails will  
 identify him or herself as an Avista 
 employee, warning customers that 
 their account is past due or that  
 there is a problem with the account     

and immediate payment is needed.

If anyone visits your home or property 
without proper identification, you can 
ask that person to leave. Our authorized 
contractors will have vehicle signs showing 
they are under contract with us and 
will carry Avista program materials.
 

• Phone thieves can use “spoofing”   
 technology to make your caller ID show  
 that you are receiving a call from Avista  
 when the call is actually from a scammer.

• Customers are told they must purchase  
 a reloadable debit card sold at local retail  
 stores. These pre-paid cards have unique  
 serial numbers that the scammer uses to  
 transfer and steal funds. Customers may  
 also be asked by a scammer to make a  
 same-day payment at a retail location to  
 avoid having their power disconnected. 

• Cyber criminals send fraudulent emails  
 disguised as legitimate communications.  
 It is always a good idea if you receive an  
 email from a source you do not know, or  
 you do not recognize the sender’s email  
 address, to take the following precautions: 

 - Do not open the email which may include  
  malicious links that go to compromised  
  website hosting malware.

 - Do not respond to the request.

 - Do not click on any links in the email.

 - Do not open any attachments.

 - Do not provide any personal information.

If you do receive a suspicious call, report 
the phone number to our customer service 
center at (800) 227-9187. You can always 
find this number on your Avista bill. We 
work to disconnect the phone number 
scammers. If you believe you have been the 
target of a scam, you should also report 
the incident to local law enforcement.

From time to time, an Avista equipment 
inspector may enter your yard to complete 
annual maintenance on our natural gas 
equipment. Avista has several equipment 
maintenance/safety programs operating 
at different times, so in some cases 
you may be visited by more than one 
inspector during the year. They, too, 
will have an Avista photo ID badge. 
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